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1 Elements of lattice theory

Let S be a set. As usual, we note 2° for the set of subsets of .S, () for the empty set, S x S for the set of pairs of
elements of .S, and we write S; C S, when the set S is included in the set Ss.

A partial-order over S is a relation CC S x S which is (¢) reflexive, i.e. Vs € S - s T s; (i) transitive, i.e.
Vs1,82,83 €S -81 C 83 A sa C s3 — s1 C s3; (i4i) antisymetric, i.e. Vs1,82 € S - 51 C 83 A sa C 51 — s1 = $o.
We note (S, C), when S is partially ordered by L.

Example 1 Let S = {sy, 50,53}, (2%, C) is a partially ordered set.

Let (S, C) be a partially ordered set, let s1,s2 € S, and let T C S. When s1 C s, we say that sq is below s3 and
8o is above s1. We say that s; is comparable to s; whenever s; C s; or s C s1, there are incomparable otherwise.
T is a chain if any two elements of 7" are comparable. 7' is a antichain is any two elements of " are incomparable. s
(not necessarily in T) is a lower-bound for T if s is below any element of T', i.e. Vs’ € T - s C s’. An element s (not
necessarily in T') is a upper-bound for T if s is above any element of T', i.e. Vs’ € T - s’ £ s. A lower bound for T'
is the greatest lower bound (glb) for T iff it is above any lower bound for T, it is denoted M7 if it exists. An upper
bound for T is the least upper bound (lub) for T iff it is below any upper bound for 7', it is denoted LIT" if it exists.
A element s € T is a minimal (respectively maximal) element of T" if no other element of 7" is below (respectively
above) s. Min(T") denotes the set of minimal elements of 7" and Max(7") denotes the set of maximal elements of 7. If
Min(T) is the singleton {s} then s is called the least element of T'. If Max(T') is the singleton {s} then s is called the
greatest element of T'. We write Max and Minc if we need to make clear the underlying order.

Example 2 Let us consider S = {s1, 52, s3}. In the partially ordered set (2°,C), {sy,s3} is below {s1, 53,53} as
{s1,83} C {s1,52,53}, Max({0, {51}, {s2,53}}) = {{s1}, {s2,53}}, Max(2°) = {S}, Min(2%) = {0}, S is the
greatest element of 2°, and () is the least element of 2°. {{s1},{s1,s3}} is a chain in 2° and {{s1}, {s2,53}} is an
antichain.

A partially ordered set (S, C) is a complete partial order, cpo for short, iff every chain of S has a lub in S.

Example 3 Let us consider T the set of intervals of reals included in [0, 1]. Let TI\' be the set of intervals of reals
included in [0,1). (I,C) and (I\', C) are partially ordered sets. It is easy to show that (T, C) is a complete partial
order. But (T\',C) is not a complete partial order. Indeed, let us consider the set of intervals {Io,T1, ..., I,,...}
where I; is the interval [0,1 — ZJ%z) Clearly, this set of intervals is a chain but as the interval [0, 1] is not in T\ there
is no lub for this chain of intervals in T\.

A complete partial order (5, C) is a complete lattice if every subset of S has a lub in S. As a direct consequence,
every subset of S has also an glb in S. Indeed, the M7 = LI{s | s is a lower bound of T'}. So, in a complete lattice
every subset of elements has a lub and a glb. The lub of ) is the least element of the set and the glb of the entire set is
the greatest element of the set, those elements exist. We note (S, =, LI, M, L, T) for the complete lattice with carrier set
S, partial order C, least upper-bound operator LI, greatest lower-bound operator 1, least element L, greatest element
T.
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Figure 1: The powerset lattice.
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Figure 2: A transition system.

Example 4 Let S be any set, (2°,C,U,N, 0, S) is a complete lattice. This complete lattice is called the powerset
lattice of S. The powerset lattice of S = {s1, s2, $3} is depicted in Fig. 1.

A function f : S — S over a partially ordered set (S, C) is monotone iff Vs1,s2 € S - s1 C 59 — f(s1) C f(s2)-

Example 5 A rransition system is a tuple (Q, Qinit, ) where Q) is the set of states, qiniz € Q is the initial state,
and A C @Q x Q is the transition relation. Fig. 2 depicts a transition system whose nodes are the set of states
Q = {q1,92,43,q4, g5}, node q; is the initial state, and the transition relation is depicted by arrows, i.e. an arrow
from a state q to a state ¢’ denotes the fact that (q,q') € A. We say that ¢ is a successor of q when (q,q') € A. We
say that a state ¢’ is reachable from a state q if there exists a finite sequence of states qoqs - .. qy, such that ¢ = qq,
q = qn, and for all 0 < i < n, (¢;,qi+1) € A. The set of reachable states of (Q, qinit, A) is the set of states q that
are reachable from q;p;z.

Let us consider the partially ordered set (2%, C), i.e. the set of sets of states of the transition system ordered by set
inclusion, and let us define the function post : 22 — 2% as post(T) = {¢' | 3¢ € T - A(q, ')} post(T) is the set of
states that are successors of a state in T in one step. This function is monotone over 2°.

For a function f : S — S over a partially ordered set (S,C), s € S is a fixed point iff f(s) = s. The set of
fixed points of f, noted fx(f) = {s | f(s) = s}. In every complete partial order, every monotone function f has a
least fixed point, noted Ifp(f) which is equal to Mfx(f). On a complete lattice, every monotone function f has also a
greatest fixed point, noted gfp(f) which is equal to LIfx( f).

Example 6 Let us consider again the transition system depicted in Fig. 2 and the function post that we have defined
in the previous example. The set of states {qa, q3,q4} is a fixed point for the function post. Now, let us consider the
function Ipost : 29 — 2@ which is defined, for any T C S, as: lpost(T) = {q: }UT Upost(T'), that is \post(T') returns
the initial states together with the states that are reachable in 0 or 1 step from a state in T. The set {q1,q2,q3,q4} is
a fixed point of the function |post and furthermore it is the least one. Note that this set is exactly the set of reachable
states in the transition system.

As the last example shows, least fixed points of monotone functions are interesting objects. We now defined some
additional notions necessary to define iterative scheme to evaluate them. A function f : S — S over a complete
partially ordered set (S, C) is continuous iff it is monotone and for all nonempty chains T C S, f(UT) = Uf(T).
Clearly for finite sets, any monotone function is also continuous. Let f : S — S, we define f° = f, and for any i > 0:
f% = fo fi~1. The following theorem states that the least fixed point of a continuous function over a complete partial
order corresponds to the limit of a simple iteration scheme due to Kleene:

Theorem 1 Let (S,C) be a cpo and f : S — S be a continuous function. Then Ifp(f) = U{f*(L) | i € N}.



This theorem suggests an iteration scheme to compute the least fixed point of a function: iterate the function from
the least element of the set until stabilization. This sequence is a chain which converges to the least fixed point. In any
finite set, this scheme gives an algorithm which always terminates and computes the least fixed point of the function.

Example 7 Let us consider again the transition system depicted in Fig. 2, the function lpost, and apply theorem I to
compute the least fixed point of |post. First, remember that 1. = () here, so Ipost®(_L) = Ipost(f)) = {q:}, Ipost* (L) =
|P05t({Q1}) = {qla Q2}; |pOSt2(J_) = |P05t({Q1aQZ}) = {qla qQ7Q3aQ4}; IpOStS(J—) = |P05t({Q1a g2 43, Q4}) =
{q1, 42,43, g4} which is equal to Ipost? (L), and the iteration have reached the least fixed point of |post which is
exactly the set of states reachable from q;.

We can also formulate an iterative scheme to evaluate greatest fixed point that starts from the greatest element of
the set.

Theorem 2 Let (S, C) be a complete lattice and f : S — S be a continuous function. Then gfp(f) = N{f{(T) |i €
N}.

2 Controller synthesis and games on graphs

Computer programs are more and more frequently used as controllers in embedded systems. In safety critical ap-
plications like avionics, plant control, medical instruments, etc., a high degree of reliability is necessary. To design
reliable systems, methods that are based on mathematics and logic are necessary. A large research effort has been
put on defining adequate models and analysis methods for embedded systems. Several international conferences on
mathematical methods to reason about the correctness of embedded systems are organized each year, see for exam-
ple [HT06, ABO6]. Even if the verification of complex embedded systems is still a challenge, researchers are now
trying to synthesize digital controllers instead of first constructing them and afterwards proving their correctness.

Framework Games playing is a powerful metaphor to think about the interaction between a controller and the
environment to control. Typically, the controller must maintain the system into a set of good configurations no matter
how the environment behaves. To develop algorithms for controller synthesis, we use a mathematical model known as
two-player game structures [AHKO2]. A two-player game structure (Q, go, ['1, 2, d) consists of a state space (), an
initial state qq, two sets of moves I'y and 'y and a transition function § : Q x I'1 x I's — . Given a set of states
y € Q and an move v; € I'; for Player 1, we note post.,, (y) the set {¢’ | 3g € y - T2 € T2 - ¢’ = (q,71,72)}, that
is the set of states that can be reached from y when Player 1 chooses move ;.

Games are played on two-player game structures as follows. The game starts in the initial state go. In that state,
each player makes a choice of move, i.e. Player 1 chooses a move v; € I'; and Player 2 chooses a move v, € I'o,
then the game evolves to state ¢g; = 6(qo, V1, Y2). From ¢, a new round is played and so on. As there is no end to that
game, the result, called a play, is an infinite sequence of states p = qoqi . . - ¢p, - - .. The winner is determined by a set of
winning plays W C @Q¥, i.e. Player 1 is winning if p € W and Player 2 is winning if p € Q¥ \ W. Players are playing
according to strategies. A strategy for Player 1 is a function A\; : @* — I'y that maps an prefix of a play to a choice of
move for Player 1, symmetrically a Player 2 strategy is a function Ay : Q* — I'5. We say thataplay p = qoq1 .- -qn - - -
is played according to strategies A1 and As if for all ¢ > 0, ¢;+1 = 8(¢s, AM1(qoq1 - - - ¢i)s A2(qoqa - - - ¢;)). We say that
p is the outcome of strategies Ay and Ay, and we note it Outcome(A1, A2). Finally, we say that a strategy for Player |
A1 is winning for objective W if for all strategies Ay of Player 2, we have that Outcome(A1, A2) € W.

The strategy synthesis problem is defined as follows. Given a two-player game structure (Q, go,'1,1'2,4), given
a winning objective W C @“ for Player 1, decide if there exists a strategy A; for Player 1 such that for all strategies
A2 of Player 2, Outcome(A1, A2) € W. If such strategy exists, construct an effective representation of it. When
the state space @ is finite and when the objective W C Q“ is omega-regular, there are algorithms to solve this
problem [dAHMO1, dAHOO].



Iterative algorithms There are elegant lattice theoretic solutions to the strategy synthesis problem, we give a sum-
mary of the main ingredients here. To keep the exposition easy, we show here how to solve finite state safety games:
games where the state space @ is finite and the winning objective is defined by a subset of states Good C (@ that Player
1 want to stay in, i.e. W = {qoq1...qn... € Q¥ | Vi > 0-¢q; € Good}. If Player 1 can win such a game, we say that
Player 1 has a strategy A; to ensure the safety objective Good

To check for the existence of a winning strategy for Player 1 in a safety game, we consider the complete lattice
(29,<C,1J,N, 9, Q) and a function Cpre; : 29 — 2@ called the Player I controllable predecessor operator. Intu-
itively, this function given a set of states x C ( returns the set of states y C () from which Player 1 can force the next
state of the game to be in x. According to that intuition, the function is defined as follows:

Cpre;(z) ={q¢€ Q|31 €1 -V €2 :d(q,71,72) € z}

So, a state g is controllable for the set z if Player 1 has a choice of move such that, no matter what is the choice of
move of Player 2, the next state by ¢ is in z.

To solve safety games with the Cpre; operator, we make the following observation. A set of states =z C () is a set
of winning states for Player 1 if z C Good and Player 1 can force x from any state of . Such a set is a fixed point for
the function f(z) = Good N Cpre, (). Clearly, we are interested by the largest such fixed point. This is formalized in
the next theorem:

Theorem 3 Given a two-player game structure (Q, qo,'1,'2,0), a set of states Good C Q, Player 1 has a strategy
A1 to ensure the safety objective Good iff g9 € |J{z | x = Good N Cpre, (x)}.

To evaluate this greatest fixed point, we can use the theorem 2. If we observe the iterations computed during this
evaluation, we can see that it computes the sets of states from which Player 1 can ensure to stay within Good for 0
steps (i.e. Good), 1 steps (i.e. Good N Cpre; (Good)), etc.

3 Controller synthesis with imperfect information

The algorithms for controller synthesis that we have reviewed in Sect. 2 make a strong hypothesis: they consider that
the controller has a perfect information about the state of the system. Unfortunately, this is usually an unreasonable
hypothesis. Indeed, when the control strategy has to be implemented by a real hardware, the controller typically
acquires information about the state of the system by reading values on sensors. Those sensors have finite precision,
and so the information about the state in which the system lies is imperfect.

To model imperfect information, we fix a set of observations for the system states. The control problem that we
want to solve is the safety control problem with imperfect information: “given a set of good states Good, a set of
observations, is there an observation based strategy so that the system can be prevented from entering @ \ Good?”. We
review here a fixed point based method to solve games of imperfect information, details can be found in [CDHRO6,
WDRO6].

Framework A rwo-player game structure with imperfect information is a tuple (Q, go, v1, V2, 6, O) where Q, qo, V1,
72, and ¢ are as for plain two-player game structures, and O is a partition {O1, O, ..., O, } of Q into n observations.
Games with imperfect information are played as follows. The game starts in state go and is played in rounds. At each
round, Player 1 receives the observation O € O that contains the current state g, i.e. O s.t. ¢ € O, while Player 2 has
perfect information on the current state of the game !. Each player makes a choice of move, i.e. 71 € I'; and 73 € Ty,
and then the game evolves to the state 6(q,71,72). From this state, a new round is started.

As Player 1 only knows the observations of the sequence of states traversed during the game, he has to apply
so-called observation based strategies. The observation sequence associated to a sequence of states qoqs - - . gn, noted
O(qoq1 - - - qn), is equal to Of)Oy(1) - .- Oy such that for all 0 < i < n, ¢; € Oy;). A observation based
strategy for Player 1 is a function A\{ : O* — I'; that maps any prefix of a sequence of observations to a choice of
move for Player 1. A strategy for player 2 is as before, i.e. a function Ay : Q* — T'y. The winner in a game with

!For a discussion about this asymmetry, the interested reader is referred to [CDHROG6].



imperfect information is determined by a set of winning sequences of observations W° C O%, called an observable
objective. We say that a play p = qoqi - - - qn - - - is played according to strategies A{ and Ay if for alli > 0, ¢;+1 =
3(qiy A2(O(qoq1 - - - 4i))s A2(goqa - - - 4i)), p is called the outcome of the strategies A{ and Ao, Player 1 is winning if
O(p) e W°

The strategy synthesis problem with imperfect information is defined as follows. Given a two-player game structure
with observations (Q, qo, I'1, T'2, d, ©), given an observable winning condition W° C O for Player 1, decide if there
exists an observation based strategy A§ for Player 1 such that for all strategies A2 of Player 2, O(Outcome(AS, A2)) €
We. If such strategy exists, construct an effective representation of it. When the state space ( is finite and when
the objective W° C O% is omega-regular, there are algorithms to solve this problem [CDHRO06]. We review here
the solution for safety objective, i.e. we are given a set of good observation Good® C O, and we want to check that
Player 1 has an observation based strategy against any strategy of Player 2 to stay within states that have observations
in Good. If Player 1 can win such a game, we say that Player 1 has an observation based strategy to ensure the safety
objective Good.

Iterative algorithm Before presenting the algorithm, we give more intuition about games of imperfect information.
To better understand how Player 1 can win such games, we characterize the evolution of the knowledge of Player 1
during a game. The knowledge of Player 1 is the set of states in which the game can be according to what Player 1 has
observed so far. Clearly, the smaller the set is, the better the knowledge is . We formalize this notion as follows. Let
G =(Q,q0,T1,T3,0,0),let h = Opy90171 - - - Oy, be a sequence of observations and moves for Player 1 in G, h is
called an history. We associate to the history h a set of states, noted K(G, h), inductively as follows. Base case. If h
is empty then K(G, h) = {qo}. Inductive case. If h = Og7g . ..Op—1Yn—10, and K = K(G, Op0O0171 - . - Op—1)
then K(G,h) = post,, _ (K) N Op.

For games of perfect information, we have shown how to elegantly solve safety games by solving a fixed point
equation constructed from the so-called controllable predecessor operator Cpre;. Remember that the operator Cpre,;
operates over sets of states of the game structure and that Cpre, (z) returns the set of states from which Player 1 can
force the next state to be in z. In games of imperfect information, Player 1 does not know in which states the game is
but only knows that the current state is in a set of possible states (the knowledge of Player 1), so we have to construct
an operator that works on set of sets of states (sets of knowledges). Let Y = {y1,...,yn} C 2 be a set of sets of
states (knowledges) from which we know that Player 1 can force the game to stay for n steps within Good. We are
interested to compute the set of knowledges Y’ = {y}, ..., 9., } from which Player 1 can force Y in one step. Note
also that if the knowledge y is sufficient for Player 1 to win then clearly any knowledge v’ C y is also winning (Player
1 is clearly in a better situation). It is why we define below the operator for controllable predecessors not on sets of
sets of states but on antichains of (maximal) sets of states.

We note Y(Q) for the set of antichains of knowledges over the set of states (), i.e. antichains of sets of states.
We order two antichains of knowledges as follows: let Y = {y1,y2,...,yn} and Y’ = {y1,9%,.. ., v, }, Y Y’
iffVy e Y -3y € Y-y Cy'. The partially ordered set (V(Q), X) forms a complete lattice with: (i) upper-bound
operator \/ defined as follows: let Y, Y’ € Y(Q) then Y \V Y’ = Maxc (Y UY”), where Maxc (Y UY”) returns the
maximal elements of YUY for set inclusion; (7¢) lower-bound operator /\ defined as follows: let Y, Y’ € V(@) then
YAY' =Maxc({yny' |y €Y Ay € Y'}); (4ii) minimal element §; (iv) maximal element {Q}.

Given an antichain of knowledges Y € Y(Q), we define the controllable predecessor operator for the game of
imperfect information G = (Q, qo,I'1,T'2, 9, O) as follows:

Cpref(Y)=Maxc({y/ CQ|Fy1 € -VO€ O -FyeY: post., (¥ )NO Cy})

Intuitively, given a set of knowledges Y, a knowledge y C @ is controllable for Player 1 if there is a choice of move
~1 for Player 1 that ensures the following: no matter how Player 2 plays, Player 1 knows, given the next observation,
in which set of Y the next state of the game is.

This operator is used similarly as in the games of perfect information of previous section and so we have the
following theorem.

Theorem 4 ((CDHR06, WDROG6]) Given a two-player game structure with imperfect information (Q, qo, 1,72, 6, O),
a set of observations Good’ C O, Player 1 has an observation based strategies to ensure the safety objective Good®,

iff {{a0}} 2 V{Y | Y = {Good”} A Cpre7(Y)}
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