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Abstract. In this paper we define a property for multi-party proto-
cols called exclusion-freeness. In multi-party protocols respecting the
strongest definition of this property, participants are sure that they will
not be excluded from a protocol’s execution and, consequently, they do
not have to trust each other any more. We study this property on a well-
known multi-party fair exchange protocol with an online trusted third
party and we point out two attacks on this protocol breaking the fair-
ness property and implying excluded participants. Finally, we propose
a new multi-party fair exchange protocol with an online trusted third
party respecting the strong exclusion-freeness property.

1 Introduction

The important growth of open networks such as the Internet has lead to the study
of related security problems. Achieving the exchange of electronic information is
one of these security challenges. An exchange protocol (contract signing, certified
mail, . . . ) allows therefore two or more parties to exchange electronic informa-
tion. Such kind of protocols are said to be fair if the exchange is realized in such
a way that, at the end of the protocol, any honest participant has received all
the expected items corresponding to the items that he has provided. Fair ex-
change protocols often use a trusted third party (TTP) helping the participants
to successfully realize the exchange.

Depending on its level of involvement in a protocol, a TTP can be said inline,
online or oÂine. Inline and online trusted third parties are both involved in each
instance of a protocol, but the first one acts as a mandatory intermediary between
the participants. An offline TTP is used when the participants in a protocol are
supposed to be honest enough to do not need external help in order to achieve
fairness; the TTP will be involved only if some problems emerge. Consequently,
such protocols are called optimistic.

Fair exchange between two parties has been extensively studied and several
solutions have been proposed in the online [10,11,7] as in the offline [12,2,5,3,9]
case. The multi-party setting has also been studied and it has been noticed that
the topology of the exchange plays an important role.



In [1] a generic optimistic protocol with a general topology (each entity can
communicate with the set of entities of his choice) is described. However, during
this protocol a participant may receive an affidavit from the TTP instead of the
expected item. The protocol achieves then what it is called weak fairness.

In practice, many proposed multi-party fair exchange protocols [6,4,8] sup-
pose that each party exchanges an item against another and that the exchange’s
topology is a ring. In other words, each participant Pi offers to participant Pi+1

a message mi in exchange of a message mi−1 offered by participant Pi−1. Of
course, all subscripts have to be read mod n, where n is the number of partici-
pants in the exchange. (We will omit this hereafter.)

The multi-party fair exchange protocol proposed in [6] is based on an on-
line TTP, whereas [4,8] supposed the TTP as being offline. Participants in the
protocol described in [4] have to trust, in addition of the TTP, the initiator of
the exchange for not becoming passive conspirators. A modified version of this
protocol, in which participants do not longer need to trust that participant, was
proposed in [8].

Our aim is to introduce a property devoted to multi-party protocols called
exclusion-freeness. We illustrate it in the framework of an existing multi-party
fair exchange protocol with an online TTP. We describe two attacks on this pro-
tocol in which the fairness property is broken and where participants are excluded
from the exchange. A modified version of this protocol respecting the strongest
flavor of exclusion-freeness is finally proposed. The study of that property on
optimistic multi-party fair exchange protocols is the subject of an ongoing work.
At the present time, it does not seem possible to obtain the same sort of results
presented in this paper on that kind of protocols.

The remaining of this paper is organized as follows. In the next section we
introduce the concept of exclusion-freeness and some other definitions and no-
tations. In section 3 we describe the multi-party fair exchange protocol with an
online TTP proposed by Franklin and Tsudik [6] and present our attacks on
this protocol. Finally, we propose in section 4 a new multi-party fair exchange
protocol with an online TTP, in which participants cannot be excluded from the
exchange.

2 Definitions and Notations

Although not explicitly said in the literature, a protocol allowing an exchange of
items is composed of a preliminary setup phase, followed by an exchange phase.
During the setup phase, entities willing to participate in a given exchange’s
execution agree on the set of entities who will take part in this exchange, on
the items to be exchanged and on how these items will be exchanged during the
exchange phase. Upon completion of that setup phase, the exchange phase is
performed by the means of a fair exchange protocol.

Definition 1. We say that a participant has been excluded from an exchange if
(1) he has taken part in the setup phase, (2) it has been agreed during that phase



that he would participate in the exchange phase, (3) a non-empty set of other
participants involved in the exchange has prevented him to successfully complete
the corresponding exchange phase.

In the following sections we will look at two multi-party fair exchange proto-
cols with an online TTP. In order to study their exclusion issues, we introduce
the following definitions.

Definition 2. A passive conspirator of a coalition of participants excluding
some other entities from a multi-party protocol’s run is an honest participant
who (1) is not excluded, (2) cannot prevent this coalition to succeed, (3) by its
idleness contributes to keep the excluded participants uninformed about the pro-
tocol’s execution which takes place.

Definition 3. A multi-party protocol is said to be weakly exclusion-free if, at
the end of any execution of this protocol, any excluded participant is able to prove
to an external adjudicator that he has been excluded.

Definition 4. A multi-party protocol is called strongly exclusion-free if, at the
end of any execution of this protocol, there will be no excluded participants.

As a consequence of these definitions, we note that in a protocol not provid-
ing strong exclusion-freeness any honest participant has to trust the remaining
participants for not being excluded.

The following definitions deal with the quality of the communication channels
and with the basic properties that an exchange protocol must respect.

Definition 5. A communication channel is said to be operational if the mes-
sages inserted into it are delivered within a known amount of time. A resilient
communication channel delivers data after a ¿nite, but unknown, amount of
time. Finally, a communication channel is unreliable if it is neither operational
nor resilient.

Definition 6. Disregarding the quality of the communication channels, an ex-
change protocol is said to be consistent if when all the participants implied in
the exchange are honest then they all obtain their expected information.

Definition 7. An exchange protocol is said to be fair if, at the end of any exe-
cution of this protocol, any honest participant has received all the expected items
corresponding to the items that he has provided.

Through this paper we will use the following notations:

– A→ B : denotes Alice sending a message to Bob;
– A⇒ β : denotes Alice multicasting a message to the set of participants β (a

one-to-many communication);
– A⇒ : denotes Alice broadcasting a message (a one-to-any communication);
– EeA

(m) is the result of applying an asymmetric encryption algorithm E to
the plaintext m under Alice’s public key eA.



3 A Fair Exchange Protocol with an Online TTP

We describe here the multi-party fair exchange protocol with an online trusted
third party proposed by Franklin and Tsudik [6]. The protocol assumes that the
exchange is cyclic, i.e. an entity Pi, i ∈ [1, n], sends his secret information mi to
Pi+1 in exchange of Pi−1’s secret information mi−1; Pn sends his information to
P1.

In their protocol, the authors assume the presence of a third party which is
semi-trusted. Such a third party is trusted to ensure the fairness during a proto-
col’s run, but as long as all the entities involved in the protocol remain honest
the semi-trusted third party will not succeed in trying to learn the information
to be exchanged. The authors also consider that all the exchanged messages are
private and authentic.

The scheme is based on the use of a homomorphic one-way function f and a
n-variable function Fn such that

Fn (x1, f (x2) , . . . , f (xn)) = f (x1x2 · · ·xn) .

The authors propose that f (y) = y2 mod N and Fn (y1, y2, . . . , yn) = y2
1y2 · · · yn

mod N , where N is the product of two large distinct primes.
At the end of the setup phase:

– each participant knows the identity of the remaining participants in the
exchange;

– the participants in the exchange have agreed on the identity of the TTP that
will be contacted during the protocol’s execution and on the functions f and
F that will be used;

– and the descriptions of the messages to be exchanged, f(mi), i ∈ [1, n], are
made public.

3.1 The Protocol

Each user Pi begins the protocol by choosing a random value Ri and sending it
to Pi+1.

Upon receiving Ri−1, each entity Pi computes Ci = mi ·R
−1

i and

Ai = Fn (mi, f (m1) , . . . , f (mi−1) , f (mi+1) , . . . , f (mn)) ,

and sends them to the TTP along with f (Ri).
The TTP compares the received Ai. If they are all equal, it computes C =

C1 · · ·Cn. It also computes Fn+1 (C, f (R1) , . . . , f (Rn)), which should be equal
to f (m1 · · ·mn), and verifies whether one Ai is equal to this last computation. If
all the checks pass, the TTP broadcasts C = {Cj | 1 ≤ j ≤ n} to all the entities.

After having received C from the TTP, each Pi can verify for which Cj ,
j ∈ [1, n], f(Cj ·Ri−1) is equal to f(mi−1), and obtain then mi−1.

Here is a summary of that protocol:



1. ∀i ∈ [1, n]:

Pi → Pi+1: Ri.

2. ∀i ∈ [1, n]:

Pi → TTP : Ai, Ci, f(Ri).

3. TTP ⇒ : C.

3.2 An Attack Aiming to Break the Fairness Property

Unfortunately, this protocol is not fair. When communicating with the TTP an
entity, say Pi, can choose a random value R̃ distinct from the Ri transmitted to
Pi+1 at the previous step of the protocol and can therefore transmit to the TTP
the “normal” Ai, Ci = mi · R̃

−1 and f(R̃).
The TTP will not be able to realize that the random R̃ provided by Pi is

different from the random Ri received by Pi+1. Indeed, the TTP compares all
the received Aj , which are not related to Ri nor R̃, and computes

Fn+1(C1 · · ·Cn, f (R1) , . . . , f (Ri−1) , f(R̃), f (Ri+1) , . . . , f (Rn)),

which should be equal to any Aj .
On the other hand, Pi+1 will obtain from the TTP the set of all Cj (where

j ∈ [1, n]). Pi+1 has to compute m̂j = Cj · Ri, for all j ∈ [1, n] until f (m̂j) =
f (mi). Unfortunately, for Pi+1 this last equality will never be verified. He will
not retrieve his expected item and the fairness will then be broken.

Recall that Pi excludes Pi+1 from the exchange with the passive assent of
the remaining participants, who become passive conspirators of Pi.

3.3 An Attack Aiming to Exclude Participants from the Exchange

Franklin and Tsudik describe [6] two types of deviances of the third party caus-
ing the lost of fairness for the target entities. These misbehaviors lead honest
participants to become passive conspirators of the third party. The authors dis-
cuss therefore about ways to counter such a behavior from the third party when
all the participants in the protocol are honest.

However, these solutions imply that participants do not longer trust the TTP
for being honest, which is contradictory with the definition of a semi-trusted
third party. It is unusual to reduce the trust accorded to a TTP at the price of
having all the participants to trust each other. This is particularly unrealistic in
a multi-party framework. Considering that a TTP is a trusted entity, it seems
to us that it is either considered that it behaves correctly, or it is not a trusted
third party.

We present now a second exclusion attack with passive conspirators not men-
tioned by the authors of the original paper.

Suppose that Pi decides to exclude Pi+1 from the exchange. If the one-way
function f is, as in [6], such that f(a) · f(b) = f(ab), which with discrete arith-
metic one-way functions is a reasonable assumption, then Pi can act as described
hereunder.



Pi follows normally the protocol, except that he does not send his random
value Ri to Pi+1. The protocol does not say that the entities have to wait to
receive the random value of the previous entity before sending their own random
to the next one. Then, Pi+1 sends his random to Pi+2, etc. The only entity
having not received his expected random value is then Pi+1. Therefore, in order
to remain in a fair state, Pi+1 does not continue the protocol because he will be
not able to retrieve mi without Ri.

All the entities except Pi and Pi+1 contact the TTP as described in the
second step of the protocol. Pi+1 does not send anything and Pi contacts the
TTP by sending to the latter Ci = mi ·R

−1

i ,

Ai = Fn(mi, f(m1), . . . , f(mi−1), f(mi+1), . . . , f(mn)),

and f(Ri) · f(mi+1) instead of f(Ri).
For all j in [1, n], with j 6= i + 1, Aj = f(m1 · · ·mn). The TTP computes

then

Fn(C1 · · ·Ci · Ci+2 · · ·Cn, f(R1), . . . , f(Ri−1),

f(Ri) · f(mi+1), f(Ri+2), . . . , f(Rn)),

which is equal to all the Aj , and cannot therefore detect that Pi+1 has not
contacted him.

Note that Pi+1 is excluded but remains in a fair state (he does not receive
mi and does not send mi+1). However, Pi+2 sends his message mi+2 without
receiving Pi+1’s message mi+1. The fairness is then broken.

This attack allows Pi to exclude Pi+1 and Pi+2 with the passive assent of the
remaining participants. Therefore, under our assumptions, this protocol is not
strongly nor weakly exclusion-free, it implies passive conspirators and does not
respect the fairness property.

4 A Strongly Exclusion-Free Fair Exchange Protocol

We present now a variant of the multi-party fair exchange protocol with an online
trusted third party described in the previous section, partially inspired by the
two-party protocol of Franklin and Reiter [7]. The exchange topology is still a
ring. The communication channels between participants are unreliable and those
used between each participant and the TTP are supposed to be resilient.

Through this section we will use the following additional notations:

– fx is a flag indicating the purpose of a message in a given protocol, where x
identifies the corresponding message in that protocol;

– SA(m) denotes the digital signature of Alice over the message m;
– in the description of a protocol’s message, SA(?) denotes the digital signature

of Alice over all information preceding this signature;
– P is the set {P0, P1, . . . , Pn−1} of all the participants in the exchange;



– label is an information identifying a protocol’s run; it results from applying
P and the descriptions of all the messages to be exchanged to a one-way
hash function.

At the end of the setup phase:

– each participant knows the identity of the remaining participants in the
exchange;

– the participants in the exchange have agreed on the identity of the TTP that
will be contacted during the protocol’s execution and on the functions f and
F that will be used;

– the set P and the label are known by all the participants in the exchange;
– and the descriptions of the messages to be exchanged, f(mi), i ∈ [0, n− 1],

are made public.

We use a label in order to prevent exclusion attacks. This label will allow the
TTP to verify if all the agreed participants are taking part in the exchange phase.
During the protocol, when receiving a signed message, each entity checks the
validity of the signature. If the verification fails, the message is not considered.

4.1 The Protocol

As in the original protocol, each participant Pi chooses a random value Ri and
sends it, in a private way, to Pi+1.

Upon receiving Ri−1, each Pi computes Ci = mi ·R
−1

i and

Ai = Fn(mi, f(m0), . . . , f(mi−1), f(mi+1), . . . , f(mn−1)),

and sends EeTTP
(Ci) and Ai to the TTP along with f(Ri) and f(Ri−1), the label

and the set P agreed during the setup phase of the protocol.
In order to avoid attacks from entities not belonging to P, for each received

message the TTP verifies if its sender is included in the set P found in the mes-
sage. The TTP also verifies if this set and the public information corresponding
to all the participants in P are consistent with the label that has been sent. If
not, the TTP discards the message.

After a deadline chosen by the TTP, the latter verifies if the set of identities
of the participants having contacted him with the same label is equal to the
corresponding set P. If so, the TTP checks if for each i ∈ [0, n− 1] the f(Ri)
sent by Pi is equal to the f(Ri) sent by Pi+1 and if the f(Ri−1) sent by Pi is
equal to the f(Ri−1) sent by Pi−1.

If these two firsts checks succeed, the TTP verifies that all the received Ai

are equal. If so, he computes C = C0 · · ·Cn−1 and Fn+1(C, f(R0), . . . , f(Rn−1)).
If this second computation is equal to any Ai, then the TTP multicasts

C = {Cj | 0 ≤ j ≤ n−1} to all the participants in the exchange. Any participant
Pi can therefore verify for which Cj , with j in [0, n− 1], f(Cj ·Ri−1) = f(mi−1)
holds, and can retrieve mi−1.

Here are the three steps of that protocol:



1. ∀i ∈ [0, n− 1]:

Pi → Pi+1: f1, Pi+1, label , EePi+1
(Ri), SPi

(?).

2. ∀i ∈ [0, n− 1]:

Pi → TTP : f2,TTP , label ,P, Ai, EeTTP
(Ci), f(Ri), f(Ri−1), SPi

(?).

3. TTP ⇒ P: f3,P, label , C, STTP (?).

4.2 Analysis

Property 1. The protocol is consistent.

If all the participants in the exchange are honest, then all the random values
Ri, with i in [0, n− 1], will be properly exchanged and every participant will
be able to contact the TTP during the second step of the protocol. All the
verifications on the identities of the participants contacting the TTP and on the
items to exchange will then succeed and the TTP will multicast the set C to all
the participants in P, who will be able to retrieve their corresponding expected
information mi−1 = Ci−1 ·Ri−1, with i in [0, n− 1].

Property 2. The proposed protocol is fair.

When the first step of the protocol has been completed, only participants
having received the ciphered random value will contact the TTP. The remaining
participants will stop the protocol in order to stay in a fair state.

After a chosen deadline, the TTP will verify if the set of identities of the par-
ticipants having contacted him with the same label is equal to the corresponding
set P included in their messages. (As the labels are identical, the sets P that
they provide should also be identical.) The TTP will only continue if all the
agreed participants realize that second step of the protocol.

The TTP will also verify if the exchanged random values are those submitted
to him during the second step of the protocol and if the received Cj , with j in
[0, n− 1], are consistent with the items to exchange agreed during the setup
phase of the protocol.

If the above tests succeed, the TTP will multicast C to all the participants
in the exchange and every entity will be able to recover his expected message.
Otherwise, the TTP will not multicast C and the fairness property will also be
respected as no participant will receive anything.

Property 3. The proposed protocol achieves strong exclusion-freeness under the
assumption that the underlying signature scheme is secure against forgery at-
tacks.

As described above, after a chosen deadline the TTP will verify if the set of
identities of the participants having contacted him with the same label is equal
to the corresponding set P agreed during the setup phase of the protocol. If
some participants have not realized that second step, then the TTP will stop
the protocol.



Unless some dishonest entity is able to impersonate a participant having been
excluded from an exchange’s execution by forging his digital signature, the TTP
will stop the protocol before verifying if the items to be exchanged are those
agreed during the setup phase of the protocol. Therefore, any exclusion attack
will be aborted by the TTP.

5 Conclusion

We have defined the notion of being excluded from an exchange’s execution and
clarified the concept of a passive conspirator of a coalition excluding some other
participants from an exchange. We have introduced the notions of weak and
strong exclusion-freeness, and we have pointed out that the participants in a
protocol respecting the strong exclusion-freeness property do not longer need to
trust each other for not being excluded from an execution of this protocol.

We have illustrated those notions in the framework of multi-party fair ex-
change protocols with an online TTP. Therefore, we have described a well-known
fair exchange protocol and we have presented two attacks on it breaking the
fairness property and leading moreover to passive conspirators and excluded
participants.

Finally, we have proposed a new multi-party fair exchange protocol with
an online TTP, in which participants cannot be excluded from the exchange,
i.e. respecting the strong exclusion-freeness property. The study of exclusion-
freeness aspects in optimistic multi-party fair exchange protocols is the subject
of an ongoing work. At the present time, achieving the same sort of results on
that kind of protocols does not seem possible.
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